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Cybersecurity Engineering Q&

c§

Smiths Medical has an establlslge% cyber security engineering team proactively applying both Pre- and
post Market Guidance for th\@‘\cybersecurlty of medical devices as encouraged by the Cyber Division of

the FDA Q@6°
° <&
Current & Future State: N
e Recruit aa?? hired internationally recognized white hat hacker (\\e@
* Built (xé‘tlonally recognized cyber security engineering program with: \QQ"”
#No budget, critical thinking, experience and will to succeed; \QO*
Qo‘ * FDA Cyber Directorate requested Smiths Medical leadership: .°§°
S@é\ * Coordinated Disclosure TTX’s in Minneapolis & McClean, VA ;\\Oo‘
N * Disclosed Responsibly 10 CVEs : @&0
@f\‘\  Advisory (ICSMA-16-306-01) Q_oQ
(19'3’ * Smiths Medical CADD-Solis Medication Safety Software Vulgerabilities
* Advisory (ICSMA-17-250-02) Smiths Medical Medfusionﬁél» 00 Wireless Syringe
Infusion Pump Vulnerabilities (SEP 2017) @\'@
v\\ﬁ
» Actively assess medical devices for both clinical and techgg&ggical cybersecurity cyber threats
SN
@Q’S\@o
N
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Reactive

Device Cyber
Security

* Lack of Executive
support

* Underfunded

* Understaffed

* Lack of metrics for
reporting

* Set up for failure

Maturity

https://krebsonsecurity.com/2015/04/whats-your-security-maturity-level/

Blocking & Compliance
Tackling Driven

Risk-Based FNd
Approach.

\&
* Multi-layer
security @nd risk-

* Control-based
security approach

« Align to mandatory baseg@%proach
regulations . Uso'@g behavior
* EU/PII Data alytics and
protection Levaluating new
* FFIEC C\ob technologies
%) f tl
« HIPAA & L'feﬁ,”e“ Y .
- 1SO2700x & inking events across
) multiple disciplines
» PCI S
* NCUA &
QO
&
@
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Adversaries in Cyber Space — A Taxonomy
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P G . Y . S
Worst Case Scenarlo.wf“’

= ©
B ﬂﬂ%%%gﬂﬁ o™ Boeing airplane hacked by DHS...

o8 What if...

& - HVP onboard aircraft connected to .@Q*
\\<\‘§ vulnerable medical device... R

O@Y - Nation State Hacker targets HVP... O\eé

&30‘ - Jumps from hacked medical device¢°

- To Linux-based inflight entertamgﬁent
<@ system... 0Q«°

2 - Jumps from easily comprogmsed inflight
entertainment system

= To aircraft flight cong&%ls

-~-Controls descent @f aircraft...

- Augers alrcrafgd?]to metropolitan CBD...

- Hacked de@gpﬁe becomes part of a WMD

«“0
© R

; . . -
Cyber Security Engineering Q,Q\‘b i The MedTeCh Forum



What is Security? &

&
. QO
How should it apply to 600
Medical Device §°
Q >
Manufacturers (MSM)? @
& ©
& o
@ Q©
How does it&dpply to &8
(=) o
Healthcagé delivery Qfoé
)
. . ? .\Q
Orgar}&étlons (HDO)~ &
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https://medicaldialogues.in/indian-origin-doctor-warned-against-uk-health-service-cyber-hack/ &0
http://www.intelligentedu.com/computer_security_for_everyone/18-threats-attacks-hackers-crackers.html %)
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Ra nsomwaﬁé

6\\'

. WannaCry“

. Petya,éﬁlotPetya &
\\‘\ N
«\QO&&. , . . ~\<\§\®
52 * Apply common cyber security engineering best &
& practices; Q0Q<°°

N

* Assume any connected device is vulnerable,é
* Become a hard target against skilled advgﬁéarles

N
\K

 Fundamental situational awareness.. @

http://time.com/4783910/why-a-global-cyber-crisis-stalle is-time,
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http://www.hitachi.com/hirt/publications/hirt-pub17008/index.html &
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http://blog.trendmicro.be/wp-content/uploads/2017/06/petya4.png &0
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Active cyber securitx@eé?rticipation from

leadership... &
&

)
@

From statergént creation to publishing on

external@@osite 2 hours —

IncreQ&bYe even with both CEO traveling, no

co@)rate communications staff and yours truly
«ghroute to an FDA event
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Overwhelming Guidante's & Standards...

&
N
®c§
&
(\&
&
X
0()
S
Q«O
<
<&
e
&
®6
<
&
)
S
v oS
@6‘ ~o\
«° N
Q0 N
«&’ S
& &
N =
& &
© &
N Q
o5 &
9
<
<
&
)
S
\a
@6\
QO
Q0
&
L
0@
L&
©
https://www.assured.enterprises/nist-baldrige-cybersecurity-guidelines/ '\‘b
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Comparing Medical De
Requirements: .

http://blog.cm-dm.com/post/2016/10/24/Cybersecurity-in-medical-devices-Part-1-Regulations

o\

ice Cybersecurity
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European Union...Protection of Personal Data

* Directive 95/46/EC of theo«ﬁuropean Parliament and of the Council of 24
October 1995 on the gﬁ)tectlon of individuals with regard to the processing
of personal data andobn the free movement of such data...
* General Data Protecﬂ@ﬁ' Regulation (GDPR)....
& &
GG \‘0
‘0
After four years gszreparatlon and debate the GDPR was finally approved by the EU Parliament Q
on 14 April 20%6. It will enter in force 20 days after its publication in the EU Official Journal and \&(ﬂl
be dlrectly@bpllcatlon in all members states two years after this date. Enforcement date: 25 May

2018 - at&/hlch time those organizations in non-compliance will face heavy fines. Qo\@
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https://www.eugdpr.org/ r\cb

Q
https://www.lepide.com/infographics/gdpr-compliance-checklist.html %
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European Union ... M&

i

&

https://ec.europa.eu/growth/sectors/medical-devices/guidance

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:1993L0042:20071011:en:PDF

ical Devices Specific

Q
* Applicable Directives — fg&“European Medical Industry
e Council Directive®9‘§/42/EEC of 14 June 1993 concerning medical devices
OJ L 169 of 12°¢Lﬁly 1993
S

O
&

Q.

\)
While there are Euro Commission RN
directives... <

Also, 1SO’s... o2

@
July 2012 EN 1SO 14971:2012, M@@Tcal
devices — Application of risk rgahagement
to medical devices ;\\0(\
9

b\)

American Standards.Q)Q‘o
Q.

May 2016 TIR%@qPrinciples for medical
device securgb?— Risk management”
@&
)
N
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&
&

\% 5(The MedTech Forum

bringing HealthTech stakehelders together



US Food & Drug Ad@;ﬁ‘lstratlon — Cyber Division

o
a) Guidance for Industry, FDA Rewewed‘é and Compliance on Off-The-Shelf Software Use in Medical Devices, U.S.

Department of Health and Humaﬁ Services, Food and Drug Administration, Center for Devices and Radiological
Health, Office of Compllance (Offlce of Device Evaluation issued September 9, 1999

b) Guidance for Industry Cyb@i‘securlty for Networked Medical Devices Containing Off-the-Shelf (OTS) Software
issued January 14, 20052

c) Medical Device De\é@{opment Tools, Draft Guidance, Food and Drug Administration Staff issued 14 November \C{@G’
2013 6@,@ Q&\

d) Content of Prgharket Submissions for Management of Cybersecurity in Medical Devices, Guidance for Indtx@f"ry
and Food aaé?d Drug Administration Staff issued October 2, 2014 \QQ

e) Infusmgﬁumps Total Product Life Cycle Guidance for Industry and FDA Staff issued December 2, 20145,&

f) Poswﬁarket Management of Cybersecurity in Medical Devices, Draft Guidance for Industry and Foqﬁ“ and Drug
Qd?mmstratlon Staff issued on January 22, 2016

@G?deated recommendations on submitting a new 510(k) for device modifications August 5, %0‘16
41@3’ Deciding When to Submit a 510 K for a software change to an existing device issued Au gs‘t 8, 2016
© i)  Postmarket Management of Cybersecurity in Medical Devices Guidance for Industry agr%Food and Drug
v Administration Staff Document issued on December 28, 2016.

j)  Deciding When to Submit a 510(k) for a Change to an Existing Device, Gwdance\Jbr Industry and Food and Drug

Administration Staff Document issued on October 25, 2017 \«9

k) ~ Deciding Whento Submit a 510(k) for a Software Change to an Existing D(g&ce Guidance for Industry and Food

and-Drug Administration Staff Document issued on October 25, 2017 (<o*°
o
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US Food & Drug Admististration — Cyber Division
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THE FUTURE OF CYBER WARFARE IN HEALTHCARE

* Global envwonmeﬁc is very asymmetric & challenging...

* Medical dewcaS con5|dered part of loT...why is this
|mportant?

* loT consﬁered part of Critical Infrastructure
Prote(&flon by EU & many nations ¢

@@
<<O
&\ \<‘

< @@a\/ulnerable medical devices = |loT...Leading to ﬁ‘atlonal
«° security threats .. o
Vv
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Healthcare Delivery Cytgzéf Security Leadership Actions

\0

Wireless mfusugﬁ pump ecosystemes, if not secured properly, can possibly
contribute tee%he following HDO cyber risks;

06'
. aceéss by malicious actors &&\@
J%ss or corruption of enterprise information and patient data and health O
\%\& record O«\‘\Q
& ¢ abreach of protected health information §o\®
/\ép{‘ * |oss or disruption of healthcare services via ransomware R
@@6 o (e.g.; WannaCry & Petya) or other known common vuln%@%llltles &
@«*\"’ exploits (CVE) QQ,Q
(LQ'\“’ e damage to an organization’s reputation, productivity,@ca\dﬁd bottom-line
revenue &
S
Sky is not falling....or has it already faIIen.....
<<°‘°
@Q’S\@o
N
©
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P G A Y . S
Medical Device Th regﬁ"\/ectors

Data

No Data Backup

>
No Data Integg’gwe
<

No Data Vq\h}ﬁation

?~
@6\

Wegd? Authentication
Weak Authorization

Insecure Configurations Insecure Network

Configurations >
N

Hardcoded Passwords Insufficient Firewall Rules Q@‘\\
Unencrypted Network

Communication \@0‘

Lack of Segmentaﬁon

No Tamper Detection

Insufficient Patching

Legacy Operating Systems Lack of Segr@gatlon
S
No Anti-Virus Protection &
(\\0
Weak/Insufficient Access &
<
Control &
Y§
Indefensible BIOS 0@6"
<
Minimal to Zero Loggings
@06
&
& §; The MedTech F
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P\ . S . . S —
HEALTHCARE ALREADY INVOLVED IN FUTURE CYBER
WARFARE

» Strategic & Tactical Chagé‘nges

'50

a>°°
K
e Medical Devgc/g"s are considered vulnerable 10T devices &oé’
N
Delayed t@feat intel sharing - '\%Q@
* Medi DeV|ce Manufacturers slow to implement cyber security engineering — 2 years Q<‘
NEW‘ln most cases O@*‘

Ols?‘e\althCare data breaches costly cybercrime — Current annual sunk cost S 7.3BN E
é“ HealthCare records very valuable to cyber criminals, more so than personal fmaﬁ\ual data

6 &
e& * Ransomware clear and present danger — &
\
©'<° *  WannaCry, NotPetya Q_OQ
(19'3’ * Nation States — Democratic People’s Republic of Korea motivated to i c(a,fect loT via
ransomware

5(The MedTech Forum
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HEALTHCARE CYBER WARFARE Vs M%DICAL DEVICE MANUFACTURERS
PATIENT CARE AND PATIENT SAFETY MUST BE A

S

Your Devices
are perfect for
Clinizal use...
Cvber use....
‘Well, we need
to deliver care

not
cybersecurityY
our devices
could be used
for intentional
harm...

¥}

S

http://www.frost.com/c/10024/home.do

SHAﬁED PRIORITY OF EFFORT!
* Different eg_gcf)ectatlons force cyber security change...

——
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Gur Devices
are good
enough...

Clinical use not

cyber use....
No one would
use our
devices for
intentional
harm...
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Q>
Cybersecurity Engineering Tasks

FDA Guidance - Postmarket Manageme.Q\t‘g;c Cybersecurity in
N\

Medical Devices )
X

9
NIST Special Publication 800-30 %Esk Management Guide for
Information Technology Syst%@@Revision 12012

>
)
NIST SP 800-53 Rev. 5 QRAFT) Security and Privacy Controls
for Information Systg&s and Organizations
%6

Apply NIST’s Cyb@\ecurity Framework (CSF) Version 1.1
(DRAFT) & leﬁ}Cybersecurity Framework (CSF) Reference
Tool N

<O : :
Membey of National Health — Information Sharing and
Anégy%is Center (NH-ISAC)

é%A recommended Vulnerability &
@& Coordinated//Responsible Disclosure Policies

7’

Participate in NIST National Cyber Center of Excellence
(NCCoE) medical infusion pump evaluation program —
NIST SPECIAL PUBLICATION 1800-8 Securing Wireless
Infusion Pumps In Healthcare Delivery Organizations

http://nvipubs.nist.gov/fistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://csrc.nist.gov/publications/detail /sp/800-53/rev-5/draft
https://www.nist.gov/cyberframework/csf-reference-tool
https://nccoe.nist.gov/sites/default/files/library/sp1800/hit-infusion-pump-nist-sp1800-8-draft.pdf

Importance//Relevance

Begin building continuity of cybersecurity engineering
around Smiths-Medical infusion pumps in accordance with
FDA Draft Guidance — NOT OPTIONAL

Medical Infusion Pump Risk & Vulnerability Assessments -
Comprehensive self assessment of our entire medical ..\@6’
infusion pump architecture determining known cyber 68\0
security vulnerabilities of medical infusion pump architect

... Through tactical cybersecurity actions identify & ,b(\\

understand risks {\Q

o
Map NIST Security Controls to Device Design Cog&rols,
mitigate known vulnerabilities in order to pradttively
mitigate ALL cyber risk to patients 0«\0

O

X
Utilise crosswalk functionality of NIST§>§’F Ref Tool mapping
to cybersecurity engineering standgg&s

Achieve collaborative situationg?awareness of cyber security
threats directly impacting Ueiﬁealthcare community —
actionable cyber intellige@@e participation

)

Create proactive pub@\ldentification and handling capability
to identify cyber r@s & vulnerabilities to Smiths-Medical
infusion pump&@'

Q
Drive & paQt?cipate in cyber security standards in wireless
environgﬁents for medical infusion pumps
@

&

«“0
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Function
Function

Unique
Identifier

Category
Unique
Identifier

Category

ID.AM Asset Management
ID.BE Business Environment
Idenufy ID.GV Governance
ID.RA Risk Assessment
ID.RM Risk Management Strategy
PR.AC Access Control
PRAT Awareness and Training
Protect PR.DS Data Security
PRIP Information Protection Processes and Procedures
PR.MA Maintenance
PRPT Protective Technology
DEAE Anomalies and Events
Detect DE.CM Security Continuous Monitoring
DEDP | Detection Processes (40
RS.RP Response Planning KGQQ
RS.CO Communications ,Ep
Respond RS.AN Analysis R Q\
RS.MI Mitigation V\\‘
RS.IM Improvements ‘((\'
RC.RP Recovery Planning év
Recover RC.IM Improvements (\‘(
RC.CO | Communications A@U
4

&
&
K\
QO
§°\
&
A\
&
«060
9
Q‘O
6

X
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&
Review of Smith’s Medical risk assessments‘t%rough NIST SP 800-30...

Strategic & tactical components of our risk manager{@ﬁ framework
R

&

e
C’;hptent
* Policy s@?ement
* Sta ds

* (Qﬁelinesfprucedures

-6ﬂ|sk Management Plans
@” Assurance Plans

€— Tactical —>

Strategic =

] Communicate & consult ]

Continual Improvement
Performance measures
Maturity evaluation
Assurance processes
Formal review
Revision

http://broadleaf.com.au/wp-content/uploads/2014/05/2014-05-23-Managing-disruption-related-risk-
600x414.png

" Capability
Straieglc = Training strategy
T * Stakeholder engagement strategy
* |nformation system S
2 i X9
Tactical Measuring and reporting *Q‘\\'
RM Network O
©
A
— (\\
o ’I Establish the context I'* ¥ Q’b
S $&
{—-3{ Identify the risks |<—» 2 o eo‘
¥ H &
<—)l Analyse the risks |‘ ?| D | Tactical =—> % .<\$
o [ \
— - O
<—D-I Evaluate the risks |4 » § @ cjéo
S obo
‘—"{ Treat the risks I‘_’ QK
) =
A ( Accountability (4@
Tactical * Governance Commi
¢ » Executive level stgghng group
* Manager, Risk [anagement
. * RM Champ@‘r}@
Strategic l\- Risk and C¥ntrol Owners
o
O
«®
Q0
&
@0
N
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How we conduct risk & \@\nerability assessments of medical
Q\‘Q

infusion pumps 8
&O
6\)
o
a. ldentify known Common Vulél@i‘abilities and Exposures (CVE)

b. Categorize CVEs by tecg\n%?ogy component

%
@
c. ldentify primary &;@Econdary compensating controls
©
QA
d. ‘@%ign risk evaluation parameters...traditionally the 5 x 5 matrix
Rdl Severity (s)
(}\Q ii. Probability (p)
N Detection (d)
@0
,eﬁ‘e Calculate Risk Probability Number (RPN) for;
,\‘b© i. Primary compensating controls— existing designed security
,19 ii. Secondary compensating controls —future design security
f. Calculate Common Vulnerability Score based upon CVSS version
3.0.(2015)

https://nvd:nist.gov/vuln-metrics/cvss/v3-calculator
https://www.certsi.es/en/blog/cvss-3-en

N

\\

Attack Surface

Required Privilege | Busluess Tiapact
| Required Privilege Layer Likelihood of Iscovery
T ‘
Access Vect, i
i e Likelik oo of Exploit
Tnternal Control Effectiveness Authentication Strength
Extural Cantrol Effectiveness
Finding Confldence Level of Interaction :
Preval
\ / \L Deployment Scope g‘ TENRIEREE

[ Base Finding )
Acquired Privilege
Acquired Privilege Layer

Base Group Metrics iemporal Environmental Group

Grou .
i Metrics

Explotation Impact .
Metrics

Confidentiality
Requirements
Modified Baze »
3 Integrity
Metrizs

Aaillzbility
Requirements

o) CVSS 3.0. metrics

’ A MeadTech Turope evert
6,
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NIST SP 800-30 Rev

60

Adversary Capability Assessmen&ﬁeference Tables
P

(a) CYBER ADVERSARY CAP@B]LITIES & CHARACTERISTICS

(b) CYBER ADVERSARY W$TENT CHARACTERISTICS

(c) CYBER ADVERSAP@(‘%ARGETING CHARACTERISTICS
(d) RANGE OF EF\E@TS FOR NON-ADVERSARIAL THREAT SOURCES
AN

ks
Adversary '(.b?éat Events Reference Tables
)

a) Tl(égt Events (Characterized by Tactics, Techniques/Technology &

ocedures/Protocols - TTPs)
&&) Description of Adversarial Threat Event

®
N
Q,Q

US Government Reference Publication for these threat assessment tables is provided by NIST Special
Publication 800-30 Guide for Conducting Risk Assessments.
Available @: http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf

\

associated compromise capabilities.

Nation State Cyber Capabilities & Motives:

1) Islamic Republic of Iran: Hackers are state sp , very

effective and enduring. Chinese hackers will most likely target

ic, and overall very dang and
2) People’s Republic of China (PRC): Hackers are both state sponsored and criminal. Generally Chinese hackers are always very nationa

are y effective. A cyber criminal cap:

Economic, Military,

Nation States ~ Peace Time National Secrets, Political

law enforcement efforts and countering external threats to the State using military cyber capabilities.

property,

ility exists and is also a clear and present danger to multi.
3) Russian Federation: Hackers are primarily criminal, although the State will use these hacking

prodcut design files
ional entel

in their targeting a@pabilities
ic* Their capabilities are stealthy,

3

Cyber Adversary Situational Awareness: Nefarious cyber adversaries who are likely to target Smiths-Medical products and services consist of various
Adsversary Taxonomy below details the various threat actor groups, motives, most probable & possible targetrs of opportunity, their cyber attack

pionage is their forte and they

Commercial Enterprises,
Intelligence, National Defense,
Governments, National

for the proj;

Intel specific cyber

with internal Russian

Asymmetric use of the cyber
domain short of kinetic

Nation States ~ War Time Economic, Military, Political

Commercial Enterprises, y§]
Intelligence, National Def&

Governments, Natj,
Infrastructyep

Mil@&

B ctrine, hacktivists
N

N

Military & Intel specific cyber
doctrine, hacktivists

Asymmetric use of the cyber
domain including kinetic

Political

Infrastructure, ion and
Political processes

Combination of

persistent threats (APT)

ping amd
threat since 2012

Financial

Financial

@Qﬂmperty Theft,
Fray, eft, Scams, Hijacked

Intelley

Exploits, Malware Botnets,
Worms & Trojans

Cell-based structure as an APT

twork & Computer
urces, Cyber Crime for Hire

Use of above with distinct
planning

Highly professional, dangerous

Financial

<
Military, \.%
National Secrets, @:a[
N

Rogue Organizations — Anonymous,
LulzSec

Notegiely

Intellectual Property Theft,
Direct & Indirect pressure on
OGA Resources

Organic hacking capabilities
unsurpassed

Organized yet de-centralized

v)\
<<°°§0
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Categories of R

risks enables an organization to fo nd prioritize its efforts, consistent with its risk management strategy and
business needs. Examples of & Categori
Environment; Governance; Ri,s%sessment; and Risk Management StrategyDevelop the organizational
understanding to manag: ersecurity risk to systems, assets, data, and capabilities. Understanding the business
context, the resource: e&t support critical functions, and the related cybersecurity risks enables an organization
to focus and priori; s efforts, consistent with its risk management strategy and business needs. Examples of
outcome Cate hin this Function include: Asset Management; Business Environment; Governance; Risk
Assessment& Risk Management Strategy

Develop the organizational understandi anage cybersecurity risk to systems, assets, data, and capabilities.
Understanding the business context, esources that support critical functions, and the related cybersecurity

within this Function include: Asset Management; Business

isk Control

N
Dsy and implement the appropriate safeguards to ensure delivery of critical infrastructure services. The
rsj ct Function supports the ability to limit or contain the impact of a potential cybersecurity event. Examples of
utcome Categories within this Function include: Access Control; Awareness and Training; Data Security;
Information Protection Processes and Procedures; Maintenance; and Protective Technology

Develop and implement the appropriate activities to identify the occurrence of a cybersecurity event. The Detect
Function enables timely discovery of cybersecurity events. Examples of outcome Categories within this Function
include: Anomalies and Events; Security Continuous Monitoring; and Detection Processes.

Develop and implement the appropriate activities to take action regarding a detected cybersecurity event. The
Respond Function supports the ability to contain the impact of a potential cybersecurity event. Examples of
outcome Categories within this Function include: Response Planning; Communications; Analysis; Mitigation; and
Improvements.

Develop and implement the appropriate activities to maintain plans for resilience and to restore any capabilities
or services that were impaired due to a cybersecurity event. The Recover Function supports timely recovery to
normal operations to reduce the impact from a cybersecurity event. Examples of outcome Categories within this
Function include: Recovery Planning; Improvements; and Communications.

https://blog.greenlight.guru/iso-14971-medical-device-risk-management

RISK - combination of probability of occurrence of harm & severity of harm
HAZARD - potential source of harm
HAZARDOUS SITUATION - circumstance in which people, property, or ,\@6’
environment are exposed to one or more hazard(s) ‘{\Q
HARM - physical injury or damage to the health of people, or damage to@?operty
or environment (\\
SEVERITY - measure of possible consequences of a hazard {4
RISK ANALYSIS - systematic use of available information to {dgntlfy hazards
& estimate the risk
RISK ESTIMATION - process used to assign values to gt@probablhty of
occurrence of harm & severity of that harm Q&
RISK EVALUATION - process of comparing est@ed risk vs. given risk
criteria to determine acceptability of risk <
RISK ASSESSMENT - overall process com@ﬁ%mg a risk analysis and a risk
evaluation
RISK CONTROL - process in which dg¢isions are made and measures
implemented by which risks are red to, or maintained within, specified levels
RESIDUAL RISK - risk remaini{@after risk control measures have been taken
\9
&
@6\
QO
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Common VulnerabilityResources

N
oo‘
s“&
&
Based upon named examples ocf;\\o‘BmmonIy known vulnerabilities,
which includes; &
&
i. Q> Vulnerabilities with exploits \&0
ii. G)Q}“ Cross Site Request Forgery Q\6°
i ,@@ Sql injection o8
l\(éo Memory corruption QQ{‘}
of . N\
@ﬁ/, Galn |nf0rmat|c CVSS Tomporal Risk Hoat Map - Lower Risk Metrics Host Count CVSS Tomporal Risk Hoat Map Lcmwmmvvmm:svw«.wnb-ﬁwcogoK o~
oﬁo Vi. Code Execution — _ Official Fix Tomporary Fix Workaround Unavasable Not Defined imv@ Unavaiabie Not Defned
\ vii File Inclusion —_ ——
KD C Site Scripf = M —— —— N —— S T S .
&L Viil. ross Site SCript . -1 = 1 - I < 1 - 1 < 1 <
®® iX. HTTP Response . =1 I o T
& DOS A K e I I == = =)
© X. OS Attac xpion o Dot D IR TR (T T T
& ) e TS [==a=— J ]
D Xi. Buffer Overflow &
pi . . . Ternporal Risk Heat Higher Risk trics t Count CVSS Temporal Heat Map her Risk Metrics Vulnerability Count
v Xii. Gain Privilege— ™ R — v - Ty T
Xi. Directory Trave! ; . AT EOE . o T
XiV B ass lsometh [S==on=mke—it <= @) o ] o I O O O O
. YP - T S SN - e e S S
=TT 1 -— 1 1 - I - I =
it ovedtails.comfindex php oo v T T SESCEN _.—1 - 1 - I - 1 =
https://www.tenable.com/sc-dashboards/cvss-temporal-risk-heat-map 06
0@
,Q(\
\%© ”.‘ A MeotTech Turope evers
Q
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Common Vulnerab

UNITED STATES COMPUTER EMERGENCY READINESS TEAM Q

HOME ABOUTUS  CARFFRS  PUBLICATIONS  ALERTSANDTINS  RELATED RESOURCES

Security Organizations
* CERTC
« Defens

« DHS Cyber Re

nation Center

Center (DC3)

« Forum o 180
nciogy (HC

International Telecommunications Union, Cybersecurity Gatewsy

y Tosens (FIRST)

National Cybersacurity and Communications Integration Center (N

Qrganzation of Amencan States, Cyber Securty Program .

O
Inerabilities and Exposures List (CVE, \)0
ERT ks

y

wabilih {u..-)v

« National Vulnecabiity Datadase (NVL Q
Search U S, govemment vuineraby durces

wnivation of e

i Coaperation and D

opmen, Infi

Vuinerability information

inerabilives for specific CVES.
 Natiors
Improve your u

1 Infesestru

X Informabon about vuneratimes on your syst

Vunerab: et Lpng L
\ oy 3 R ki el
(19 Tools, Techniques, Re Guidelines

« Buia Securty in @)
B0 of somware atsurance and sec
boners creat Cure syster

(.F% o
«. Qe cence and Techns
K rOVIIes pubiic o

\ Information Shanng S

TAXII, STIX. and CyDOX are teche

10 help software developars, architects

earch In Information Assurance a
1o the security communily o

Drectorate
sments relavant 1o the planning of

esigned to enadle a

rmation sharing for
nreat anai

and Technology (NIST,
oromuigate computer security Standards and guiceines and present relevant

Tnrest and Vulnerabilty Evaluation
02 100ts and techniques for risk-based assessment and planning

https://ics-cert.us-cert.gov/content/overview-cyber-vulnerabilities
https://www.us-cert.gov/related-resources
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Common Vulnerability Resourc@@s@

https://Www.owasp.org/images/3/3c/OWASP_Top_10_-_2017_Release_Candidatel_English.pdf
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- Preventing Harm Pat&ﬁwts — Most

Important! <&

- Deterring, Prey.éntmg more Ransomware
incidents sqéh WannaCry or
Petya/ Ng{@etya

- Desi "ﬁg cyber security into medical
deg&es not as an afterthought...
QO

Q
6@ Desired Future State...

http://www.hitachi.com/hirt/publication

- Teach, mentor & Encourage smaller
manufacturers;

- More active participation by all of
Smiths Medical;

- Desire for an FDA Cyber assist visit...

s/hirt-pub17008/index.html
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